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C1Connection-Control Plugin
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@ [NSTALL PLUGIN connection_control SONAME 'connection_control.dll’;
@ INSTALL PLUGIN connection_control_failed_login_attempts SONAME ‘connection_control.dll';
@ [NSTALL PLUGIN connection_control SONAME 'connection_control.so’;
@ [NSTALL PLUGIN connection_control_failed_login_attempts SONAME 'connection_control.so';

O7FJ74J)LFRERNES

mysql> SHOW GLOBAL VARIABLES LIKE 'connection_control%';

T T L T TP fmmmmmmmm— e +
| Variable_name | value |

R T e s O +

| connection_control failed connections_threshold | 3 | EFAEZ

| connection_control _max_connection_delay | 2147483647 |

| connection_control_min_connection_delay | 1e00 | EIERFRE (ms)
T T T T T TP fmmmmmmmm—e e +

rows in set, 1 warning (0.00 sec)
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— install plugin audit_log soname "audit_log.dl I’ ;

— install plugin audit_log soname "audit_log. so’;

—
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MySQL Enterprise Audit 7 -

OT 4R ERNS

mysqgl> show variables like "audit_log% ;

| Variable_name | Value |
| audit_log buffer_size | 1048576 |
| audit_log connection_policy | ALL |
| audit_log current_session | OFF |
| audit_log exclude _accounts | |
| audit_log file | audit. log |
| audit_log filter_id | 0 |
| audit_log flush | OFF |
| audit_log format | NEW |
| audit_log include_accounts | |
| audit_log policy | ALL |
| audit_log rotate on_size | 0 |
| audit_log statement policy | ALL |
| audit_log strategy | ASYNCHRONOUS |
13 rows in set, 1 warning (0.02 sec)
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ORBARE

— audit.log R ¥

<AUDIT_RECORD>

<TIMESTAMP>2017-07-25T08:23:32 UTC</TIMESTAMP>
<RECORD ID>14 2017-07-25T08:19:56</RECORD_ID>
<NAME>Query</NAME >
<CONNECTION_ID>8</CONNECTION_ID>
<STATUS>0</STATUS>

<STATUS_CODE>0</STATUS CODE>
<USER>fw_user[fw user] @ localhost [::1]</USER>
<0OS_LOGIN/>

<HOST>localhost</HOST>

<IP>::1</IP>

<COMMAND_ CLASS>select</COMMAND_ CLASS>
<SQLTEXT>select * from car where no=1</SQLTEXT>

</AUDIT_RECORD>
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O&zh1E(SQLE1T)

- mysql -u root -p < C:¥mysqgl¥share/win_ install firewall.sql
- mysql -u root -p < /usr/local/mysql/share/linux_install firewall.sql

/
0 7] £
=4 3131 . 1 1 1 1
-3 CALL sp_set firewall mode('fw _user@localhost', 'RECORDING');
— Bh1E caLL sp_set firewall mode('fw_user@localhost', 'PROTECTING');
— & caLL sp_set firewall mode('fw_user@localhost', 'DETECTING');
— =1k caLL sp_set _firewall mode('fw_user@localhost','OFF");
—JHZ cALL sp_set firewall mode('fw_user@localhost', 'RESET');
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O & RE
mysql> select * from car where no=1;

et T +
| No | Name | R
frmompenorannes DR ik B
| 1 | TOYOTA | mysql> select * from car;
tommmtmmmmmem + ERROR 1045 (28000): Statement was blocked by Firewall
1 row in set (0.00 sec) mysql> select * from car where no=1;
R L LT +
mysql> select * from moto; | No | Name |
M * . +
I No | Name 1 | 1| TovoTA |
| 1 | HONDA | Fommmdm oo +
I 2 I YAMAHA | 1 row 1n Set (@.@@ SeC)
| 3 | suzukr |
| 4 | KAWASAKI | mysql> select * from moto;
N + T +
4 rows in set (0.00 sec) | No | Name |
. +
| 1 | HONDA |
| 2 | YAMAHA |
| 3 | suzukl |
| 4 | KAWASAKI |
L LT +

4 rows in set (0.00 sec)

mysql> select * from airplane;

k““ekt“ ERROR 1045 (28000): Statement was blocked by Firewall
22
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A ]

O HIRE(TS5—0O%)
2017-07-27T08:06:35.4045197 14 [Note] Plugin
MYSQL FIREWALL r‘epor'ted: "'SUSPICIOQUS STATEMENT from

"fw_userl@localhost'. Reason: No match in whitelist.
Statement: SELECT * FROM "moto ¢

2017-07-27T08:06:59.233011Z 14

[Note] Plugin MYSQL_FIREWALL

reported: 'SUSPICIOUS STATEMENT from 'fw userl@localhost’.
Reason: No match in whitelist.

Statement: SELECT * FROM "airplane '
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show status like "Firewal |% ;

| Variable_name | Value |

| Firewall_access_denied | 3 | JBvo#

| Firewal | access_granted | 4 | ETOvI#

| Firewall_access_suspicious | 0 | ®EHB(TOvHEKRL)
| Firewal|_cached_entries | 5 | &L =%

FzICEER. BMAREICUE

mysql> show status like "Firewall% ;

| Variable_name | Value |

| Firewall access denied | 3
| Firewall access_granted | 9
| Firewall| _access_suspicious | 2
| | 1

Firewal | _cached _entries 2
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OMySQL WorkbenchlZEHFBERBR(IL—IL)RR/FHTE

e Local instance MySQLS.7.19
Users and Privileges

User Accounts

User From Host
fw_user localhost
konekto %
mysgl.session  localhost
mysqgl.sys localhost
root localhost

FW State
PROTECTING
OFF

OFF

OFF

OFF

b

Details for account fw_user@localhost

; |
| Login I.ﬂ.ccountLimiE Administrative Roles | Schema Privileges | Firewal Rules |

Manage the rules for the current user. Changing the mode to RECORDING will start collecting the SQL commands usec
When &ll the neccessary rules were collected, you should set the mode to PROTECTING. You can then fine-tune the s

Mode: | PROTECTING v]

Active rules (5) - These are the rules used in PROTECTED mode for this user

SELECT SCHEMA ()

SHOW TABLES

SELECT * FROM “mota’

SELECT @@ version_comment” LIMIT ?
SELECT *FROM “car” WHERE NO =2

Rules being recorded (5) - These are the rules gathered while in RECORDING mode

SELECT SCHEMA ()

SHOW TABLES

SELECT *FROM "moto’

SELECT @@ version_comment” LIMIT ?
SELECT *FROM “car” WHERENOQ =7

< m '
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